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ABSTRACT 
In this paper, we introduce to the special domain of image 
annotation watermarking, based on embedding of hierarchical 
data related to objects into user-selected areas on an image. In 
comparison to earlier methods, the main goal of the work 
presented here is to provide a specific robustness, specifically 
against cropping, in a way that preserves hierarchical object 
relations even after retrieval from a partial image, which has been 
cut from the original (pure security aspects are of limited 
relevance for our application). We identify two initial categories 
for such relations, visual-functional and visual-spatial and suggest 
a novel coding scheme for the first of these. Our prototypical 
system consists of a new ontology-based interactive editor and a 
watermarking scheme, which is an extension of previously 
suggested block-based image watermarking towards the specific 
requirements for annotation watermarking. Our initial 
experiments of the new approach include evaluation of 
appropriate synchronization patterns and issues of their threshold-
based exhaustive search. Further, we present results from 
robustness tests, which are based on cropping and lossy JPEG 
compression. Our findings show that the suggested method is 
capable to restore payload in a hierarchy-preserving way after up 
to 50% JPEG compression, with a low to medium loss of 
transparency, which has been evaluated subjectively. Further, we 
observe that even when limiting exhaustive search to those 
watermark candidates showing the highest embedding energy, we 
are able to correctly detect between 55% and 100% of cropped 
objects. 

Categories and Subject Descriptors 
I.4.10 [Image Representation] Hierarchical, E.4 [Coding and 
Information Theory] Formal models of communication and 
K.6.5 [Security and Protection] Authentication. 

General Terms 
Algorithms, Measurement, Documentation, Performance, Design, 
Reliability, Experimentation, Security. 

Keywords 
Watermarking, Image Processing, Hierarchical Objects, 
Hierarchical Trees, Compression, Protocol, Synchronization, 
Exhaustive Search. 

1. INTRODUCTION TO ANNOTATION 
WATERMARKING 
The technology of digital watermarking is used for a wide variety 
of applications, e.g. to protect the copyrights of users, to 
guarantee the integrity of content or to provide additional 
information embedded in the media. Annotation watermarking 
(sometimes also called caption watermarking) is used to embed 
supplementary information directly in the media, so that the 
additional information is intrinsically linked to media content and 
does not get separated from the media by processing steps. For 
example, metadata like the Image Description field in the TIFF 
header can easily be removed by converting the image from TIFF 
to JPEG. Early annotation watermarking approaches can be found 
for example in the approach from Digimarc called MediaBridge, 
which has been optimized with respect to robustness to analog-to-
digital conversion [1]. [2] and [3] introduce concepts and 
algorithms for audio data to include conditional and user specific 
annotations as watermark. [4] present an interactive segmentation 
with hidden object-based annotations, called smart media. The 
authors did not focus on robustness of data hiding algorithms. The 
main intention was to embed the semantically segmented map as 
well as the user assigned description into the body of each object 
as a robust watermark. Based on this idea in the literature, a 
special application for annotation watermarking called illustration 
watermarking is introduced in [5] or [6] for illustrating images in 
an user interactive manner, by adding keywords directly in the 
image itself. [5] focus mainly on computer generated images, 
whereas [6] investigate on natural images and local image objects. 
In comparison to copyright watermarking annotation 
watermarking does generally not need to be difficult to remove 
and security aspects are less relevant. Even though annotation 
watermarking algorithms may be robust to different types of 
compression, cropping seems to be the most interesting robustness 
feature. Here, the embedded information could be extracted even 
after cutting out some parts of an image, there may be a ‘semantic 
gap’ between the original image and the cropped image since the 
embedded information belongs to the entire image. Common 
watermarking schemes usually do not support object based 
information embedding or any intrinsic features to bridge the 
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semantic gap between hierarchical annotations of one or more 
images.  

Objective and contribution 
The overall objective of the work on object-based annotation 
watermarking presented in this paper is to address the problem for 
Nested Object-based Embedding for natural images. Our 
approach is similar to the approach from [4] using an interactive 
human computer interface in the annotation process itself. Here 
we allow manual mouse and pen based selection of objects, using 
a LCD screen with an integrated digitizer tablet. A typical result 
can be either a freehand or a rectangular area, as shown in the 
screenshot of the editor software in the following Figure 1. 

 
Figure 1 Pen-based object annotation in the editor. 

 
Annotation of certain objects within a digital image is a difficult 
task since each watermarked object could be a hierarchical 
composition of further objects to be annotated itself. Therefore it 
is necessary that each annotation does not interfere with any other 
annotation within the image and furthermore, it is also desirable 
that the relationship between annotations can directly be 
expressed by the structure of the different watermarks. For 
example, the annotation watermark itself reflects if it is part of 
another annotation and, if so, of which annotation. Especially for 
nested object-based embedding and retrieval it is essential to 
develop an information structure, which is appropriate for 
representing the relationship between the objects of the image. 
We denote annotation watermarking techniques that preserve any 
hierarchical order of the annotated objects as Nested Object-
based Embedding, whereby we investigate, which kind of 
relationships of objects could be of interest and how these 
relations can be encoded into a watermarking structure. As 
starting point we suggest in section 2 of this paper the following 
two relevant types of relationships, Visual-Functional and 
Visual Spatial Relation, and introduce our concept of 
Hierarchical Tree (HT) Codebook. Furthermore we present our 
selected blind and spatial domain image watermarking algorithm 
and its extension to our application in section 3. Here, we define 
synchronization patterns to perform an exhaustive search for 
potential object annotations for example. Section 4 introduces to 
the initial results of the prototypical implementation with respect 
to hierarchical coding, watermark synchronization and robustness 
to cropping and compression for the first category. Finally, the 
paper summarizes the main conclusions and future work in 
section 5. 

2. HIERARCHICAL GRAPH CONCEPT 
In this section, two types of relationship for nested objects in 
digital images are introduced: Visual-Functional and Visual-

Spatial relations. Further, WordNet, a general ontology approach 
for describing natural world objects and their relations, is briefly 
summarized. Based on these fundamental concepts, a novel 
codebook method called Hierarchical Tree Codebook is presented 
for representing visual-functional relations in digital images based 
on the WordNet ontology.  

2.1 Visual-Functional Relation 
We exemplify Visual-Functional Relations by the image shown in 
Figure 2. It shows a building having windows and an entrance 
door. The magnification of the selected area illustrates two 
possible overlapping annotation watermarks encoding. One 
watermark for identifying the overall building as well as 
identifying windows and doors, illustrated in the figure by two 
visible patterns (cross hatch on the house wall over the entire 
image crop and grid on the window respectively).  
Consequently, watermarking schemes used for visual-functional 
shall be capable of representing functional and hierarchical 
relations of annotated objects, such as windows belonging to 
buildings or handles belonging to such windows (and 
consequently to the parent building as well). 
 

 
Figure 2 Visual-Functional object annotations for an overall 

building and for the windows of the building. 
 



2.2 Visual-Spatial relation 
Figure 3 shows an example for a local relation of a cathedral next 
to a river to demonstrate visual local relationships which might be 
also of interest for the annotations.  
In this example, the point of interest is the spatial relation of the 
watermarked objects in z-order, i.e. the depth information which 
is invisible in the 2D image alone. 

 
Figure 3 Visual-Spatial relation example: river in front of a 

cathedral with local object annotations for the composition of 
buildings relatively to the river in z-coordinate distances 

(River.Elbe(0), Cathedral.River.Elbe(-20), 
Bridge.River.Elbe(+10)). 

 

2.3 WordNet Lexical Ontology 
To assist the user in finding identifiers for objects and to avoid the 
usage of different alternate or ambiguous names or spellings for 
same objects, a lexical ontology supports the editing process. The 
ontology used in our system is WordNet from Princeton 
University, consisting of approx. 155 thousand English nouns, 
verbs, adjectives and adverbs ordered by synonyms with equal 
meaning (see [7] and [8] for example). Nouns are listed to name 
objects and for each word and its synonyms, relations to other 
words are given, e.g. antonyms (words with opposite meaning), 
hypernyms-hyponyms (kind-of-relationships) and holonyms-
meronyms (part-of-relationships). In our implementation only 
holonym-meronym relationships are considered to reflect the 
hierarchical relation of objects, where X is a meronym of Y and Y 
a holonym of X if X is a part of Y. 

2.4 Hierarchical Tree Codebook Generation 
During the editing process, users manually mark specific areas on 
the image using a mouse or digital pen and then associate a label 
provided from an interactive WordNet object browser, which has 
been developed as part of our prototype system, to the marked 
object. This browser allows users to key in a keyword and allows 
for a tree-based navigation through subordinate object names. The 
concept is illustrated in Figure 4, where parts of a hierarchy for 
the word “building” are presented. 
By choosing an object name from the WordNet browser, the user 
interactively defines the class of the graphically selected object. 
Additionally, users have to enter an object description, which 
represents the instantiation of the particular object of the given 
class. Users repeat this editing process until all object annotations 
in a given image are performed. After finalization of the editing 
process, a compact coding for the payload data is required due to 
the capacity limitations in the watermarking embedding algorithm 

(see section 3 of this paper). For this coding requirement, we 
suggest a novel coding technique, denoted as Hierarchical Tree 
Codebook Generation, as described in the following. 

 
Figure 4 WordNet Object Browser example for an object 

selection: class "building" and its holonyms “exterior door” 
and “doorknob”. Unselected classes shown in gray. 

 
The codebook consists of two components: a class hierarchy 
coding and an object instantiation code. The first component takes 
care of an hierarchy-preserving representation of a class 
associated with an area on the image, whereas the second simply 
is an index to a lookup table with textual description of the 
particular instance. The method shall be explained based on an 
example. 
Figure 5 shows an exemplary image containing the spatial object 
annotations for two objects (denoted as b1 and b2) of WordNet 
class type “building”. In this example, the user has annotated sub-
class objects of type “Window” for each of the buildings (w1.1, 
w1.2 for b1 and w2.1 to w2.5 for b2), as well as one “exterior 
door” (d1.1 and d2.1). Additionally, for the left door, its 
subclasses “doorlock” and “doorknob” have been annotated by 
the user and for the two windows of the left building, the 
subclasses “Window Frame”(not visible in Figure 5). 

b1
b2

w1.1

w1.2

d1.1

w2.1w2.2
w2.3

w2.4 w2.5
d2.1

 
Figure 5 Image Example: 2 root objects of class "building". 

 
Given this example, it is straightforward to derive a HT class 
diagram, as shown in Figure 6. We observe three levels of 
hierarchy: a root class c1, having two branches classes c1.1 and c1.2 
and finally the three leaf classes c1.1.1, c1.1.2, c1.2.1. 

 



Building
has part

Exterior Door

has part

Doorlock

Window
has part

Window Frame

has part
has part

Doorknob

Root class: C={c1}

Classes: C’={c1.1 , c1.2}

Tree Classes: C’’=
{c1.1.1 , c1.1.2 , c1.2.1}

  
Figure 6 Hierarchical Tree for the object relations from 

Figure 5. 
 
The code suggested for representing such class hierarchies is a 
binary code and is generated for any meronym class B of A (i.e. B 
being part of A) as follows. The parent class A of B has a set of 
child classes. Each child class is sorted by its children count and 
numbered beginning with zero. If B is the n-th child class of A the 
code is the analogously created code of class A, concatenated by a 
sub-code consisting of n ones, followed by one zero. The zeros 
therefore represent the level of the corresponding object in the 
class tree, and the ones the child’s index. Due to the sorting by the 
count of class objects, the class code length is locally minimized. 
For every class at one level a minimum of 1 and a maximum of 
1+max{count(child1), …, count(childn)} bits  additional to the 
parent’s bits are required. 
The class “building” in the above example is at root level 1, can 
be interpreted as the first child of a virtual class, and thus has the 
code “0”. Class “Exterior door” having more children than 
“Window” becomes the first (actually the zeroth) sorted child and 
therefore code “00”, “window” as the “second” “010”. Their child 
classes’ codes are analogously constructed as shown in Table 1. 
 

Table 1: Exemplary class codes for the image in Figure 2. 

Class name Class code Class name Class code 

Building 0 Exterior Door 00 

Window 010 Doorlock 000 

Window Frame 0010 Doorknob 0100 

 
The resulting class codes possess a property, which allows a 
simple validation of object hierarchy: given two class codes c1 
and c2, where length of c1 is less than the length of c2. Then c2 is a 
meronym of c1 (and c1 a holonym of c2) if and only if the 
rightmost length(c1) bits of c2 are identical to c1. Note that this 
relation can be validated across any number of class hierarchy 
levels. Applying this test for the example to the codes presented 
in Table 1, the code c2=0100 unveils directly that class Doorknob 
is a meronym to Exterior Door (c1=00) as well as to Building 
(c1=0), but not to Window (c1=010). 

3. EMBEDDING HIERACHICAL OBJECTS 
In this section the overall watermarking algorithm and the 
watermarking protocol for embedding and retrieval is introduced 
and the synchronization pattern approach is discussed. 

3.1 Goals 
Depending on the application, watermarking algorithms have to 
ensure transparency constraints, robustness requirements and 
capacity needs. As we know from the literature this is a trade off 
problem and not all aspects can be optimized in parallel due to the 
influence to each other. Therefore we have to determine the main 
goals, the annotation watermarking scheme should fulfill. For our 
application of object based annotations, we are interested in an 
image watermarking scheme with a sufficient capacity to include 
our annotations into separate image objects by ensuring a good 
transparency and robustness to object cropping and different 
compression ratios. In case of cropping, the embedded annotation 
can be spread over the selected object by using the full capacity of 
the image object for the watermark. If only annotated object parts 
are cropped, it is not required that the watermark is completely 
contained. But it is required that, if the annotated object is 
cropped from the image, we can identify the annotated object 
within its boundaries and retrieve the annotation. 
Based on these goals, blind and visual adaptive watermarking 
schemes are in favor and led us to choose a scheme working in 
the spatial domain of luminance blocks. Each block should allow 
the embedding of one bit information by ensuring certain 
robustness with respect to compression due to the spreading of the 
watermarking signal over the block itself. Furthermore the 
watermarking scheme should allow the coding of synchronization 
patterns for an exhaustive search to be robust against cropping. 

3.2 Watermarking Algorithm 
The reference algorithm used in this initial work is a correlation 
and block-based method using 8×8 luminance patterns [9], 
originally developed for presence watermarks and extended to 
embed payload data in the spatial domain from [10] with a blind 
detection process. For every bit of payload to embed, the 
algorithm generates three new patterns based upon a key. In 
extension to the original method from [10], our implementation 
generates a synchronization pattern, utilized to locate the begin of 
one watermark. Note the concept of annotation watermarking 
requires the approach of synchronization, because we want to 
ensure robustness against cropping in blind detection scenarios, 
where an exhaustive search for synchronization is required. The 
synchronization pattern can be a default pattern (equal and 
independent of a key) or a key dependent generated pattern. In 
our first evaluation of the hypergraph model, we investigate only 
the default pattern option. Following 15 blocks of 
synchronization, width wi and the height hi of the object 
watermark in blocks (in both cases 3×15 blocks), the message 
length length(mi) in bits (3×16 blocks) and finally 3 blocks for 
each bit of the actual message payload are encoded. Note that the 
actual length of the message may vary from annotation of one 
image to another, depending on the size of the generated 
codebook. Further, the width for the first three elements of this 
protocol (synchronization code, Most Significant Bits (MSB) and 
Least Significant Bits (LSB) of the annotation width wi are fixed 
to 15 bits, whereas the length adopts to the actual annotation 
width for the remaining elements. An example for this embedding 
protocol is illustrated in Figure 7. 
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Figure 7 Example for the embedding protocol.  
 

In addition to introducing synchronization, our implementation 
introduces embedding strength adaptation, which is described in 
the following. Prior to embedding, at the position of the block to 
be embedded the inherent random power erandom is retrieved. 
erandom is defined as the difference of the read luminance at the 
positive and negative positions of the embedding pattern. Then, 
the block is embedded in a mid-gray image of 8×8 size. 
Immediately after embedding, the watermark pattern is retrieved 
to measure the power eideal needed for ideal retrieval. Finally the 
watermark is embedded with a signal strength equal to 
 (s·eideal-erandom)/eideal , where s denotes the a-priori embedding 
strength factor, as a system parameter. If the signal strength is 
equal or less than zero, the embedding in the selected area is not 
necessary, as the inherent pattern perfectly matches the desired 
pattern. 
The retrieval process firstly performs the threshold-based 
exhaustive search for the synchronization pattern to retrieve all 
synchronization watermarks from entire picture. In our 
experiments, the threshold has been defined such that the position 
modulo the 8x8 pixel block dimensions of the sync pattern with 
the highest energy is used to detect a potential block offset due to 
cropping. Then the actual payload retrieval first reads the protocol 
metadata, validates them and outputs the message as well as the 
position and size of the watermark. 

3.3 Synchronization Pattern 
As outlined in the previous section, our approach to watermark 
detection is based on synchronization patterns and exhaustive 
search. In our case, each synchronization mark consists of a 
sequence of 15 bit symbols, each of which is embedded in a 8x8 
pixel block. The synchronization pattern defines the locations of 
positive and negative correlation that are embedded in each of the 
pixels of the 8×8 block, whereas the synchronization block 
schemes define the bit sequence for each pattern within the image, 
i.e. the 15 synchronization bit symbols. A first experimental 
evaluation with respect to practical detectability of these 
synchronization marks will be presented in the next section of this 
paper. 

4. EXPERIMENTAL EVALUATION 
In the following we summarize our first evaluation results based 
on the first prototype implementation within our user interactive 
annotation scenario. The test results are performed on a limited 
test set of only two images with one test subject to show the 
overall concept and constraints with respect to capacity and 
transparency of the hierarchical graph coding for manual selected 
objects and robustness of compression and cropping. The goal is 
to evaluate the tendency by showing the main advantages and 
disadvantages of the watermarking protocol. 

4.1 Setup 
Thse first test image is shown in Figure 5 and has a resolution of 
approx. 3400×2560 pixels in 24-bit color resolution as typical 
characteristics for state-of-the art low-cost digital cameras. The 
upper third is dominated by low frequencies of a clear blue sky. In 
the mid part houses and trees objects are pictured. With the edges 
of these houses and the fine structures of trees higher frequencies 
are expected. The bottom part of the image is mostly an evenly 
rough textured road. Image 2 has a resolution of 3008×2000 
pixels in 24-bit color depth. It pictures an alligator with lots of 
edges originating from the scales (see Figure 8). 

 
Figure 8 Second test image: Alligator. 

 
Both images have been watermarked with the same three level 
nested object annotations, performed by a test user. It consists of 
an object hierarchy consisting of 3 classes with 9 instances at the 
root level, 4 classes with 7 instances at the intermediate level and 
1 class with 2 instances at the leaf level. In total 7 classes resulted 
in 8 class codes (one class on leaf level additionally appeared in 
the intermediate level) with 18 instances and consequently, 18 
watermarks were generated. The resulting class codes and their 
associated class description are shown in Table 2. 
 

Table 2: Class codes for the reference annotation of our test 
images. 

Class Code Class Description (meronyms shown as indentation) 
0 building, edifice 
00  floor, level, storey 
000   window (as meronym of floor) 
100  window (as meronym of building) 
1100  exterior door 
11100  vine (plant) 
10 car, automobile 
110 tree 

 



4.2 Synchronization Pattern Detectability 
For the analysis of appropriate synchronization patterns for our 
experiments, we have studied three designs for the synch pattern 
(high frequency, medium frequency and low frequency) along 
with 6 scenarios of bit symbol sequences with respect to their 
detectability in our first evaluation. The results are presented in 
the following Table 3. 

Table 3 Synchronization patterns and block schemes studied 
in our first evaluation. 

Found (total/quality) Sync block 
pattern 

Sync block scheme 
Image 1 Image 2 

000000000000000b 4533 33% 4571 41%

111111111111111b 4537 17% 4455 41%

101010101010101b 2867 100% 2831 94%

011010010110100b 904 100% 847 100%

100000000000001b 1004 94% 965 94%

10101010 
01010101 
10101010 
01010101 
10101010 
01010101 
10101010 
01010101 001000100010001b 892 100% 864 100%

000000000000000b 1620 22% 1187 35%

111111111111111b 1363 50% 1043 47%

101010101010101b 7223 0% 4165 0%

011010010110100b 2293 0% 1681 0%

100000000000001b 524 94% 308 82%

11110000 
11110000 
11110000 
11110000 
00001111 
00001111 
00001111 
00001111 001000100010001b 909 50% 839 0%

000000000000000b 214742 0% 72978 0%

111111111111111b 204785 0% 85030 0%

101010101010101b 807 33% 701 12%

011010010110100b 687 11% 513 0%

100000000000001b 31965 0% 14586 0%

11111111 
11111111 
11111111 
11111111 
00000000 
00000000 
00000000 
00000000 001000100010001b 1233 55% 1163 0%

 
The leftmost column shows the 8×8 pattern of three sync blocks, 
representing different frequencies. The first pattern represents a 
high, the second a medium and the last a low frequency pattern. A 
zero stands for a negative relative luminance and a one for a 
positive one. The second column lists a scheme of 15 test sync 
blocks, which are either subtracted from (0) or added to (1) the 
luminance of the original image at the block positions. In the 
columns “Found” for both images the total count of retrieved 
syncs (left cell) and the percentage of how many real syncs are in 
the set of syncs with the highest energy (right cell) is given. In the 
fifth row for example, a total of 1004 synchs were detected in 
image 1 and 965 in image 2. The values of 94% for image 1 and 
image 2 then identify that 94% of the synchs amongst the set of 
18 synchs having the highest detection energy actually are right 
positives, whereas 6% out of these 18 were false positives. This 
quality index thus only states to which degree false positive and 
true positive syncs are separable and are indicators, if exhaustive 
search is required for detection or not. In average, the retrieval of 
embedded syncs with sync block scheme 100000000000001b 
performed best, if the threshold for exhaustive search was set to 
limit watermark candidates to those showing the highest energy. 

Therefore in this sync block scheme is used in all further tests and 
false positive detection is not considered. 

4.3 Capacity and Transparency 
The block based algorithm needs 64 pixels for one block to 
embed. The payload excluding synchronization patterns uses 
three blocks per bit redundancy to further improve the robustness. 
Also protocol meta-data is embedded like synchronization, 
watermark dimensions (2×10 bit) and message length (16 bit). 
Therefore at least 7552 pixels are needed for protocol metadata 
and additionally 192 pixels for each message bit. The actual 
message is composed of the annotation-specific class code bits 
(which may vary in length between different objects) and the 
instantiation index, see section 2.4. The resulting message length l 
for an object of class c in an annotation having a total number of 
nObjects objects (instantiations) thus yields: 

⎡ ⎤ ⎡ ⎤ObjectsncCodeLengthl 22 log)(log +=
  

Where CodeLength(c) denotes a function to determine the length 
of the bit string of the class code assigned to c.  
120 pixels are needed in the horizontal as minimum, because the 
synchronization must not be wrapped to the next line. To just 
embed the class “window frame” in the example picture the 
window frame must be at least 120×70 pixels. 
The transparency is evaluated by means of subjective tests, where 
the user itself performed a visual evaluation during the interactive 
annotation process, where we have set the scale from very visible, 
medium visible to invisible. The test subject in our case has been 
urged to repeat annotations and embedding until medium 
visibility (i.e. visibility in magnification, but no subjective 
distortions) was reached. 

4.4 Robustness 
We expect that a block-based watermarking algorithm is in 
general robust to JPEG compression. Table 4 shows the amount of 
bit errors with 2355 bits embedded total at different embeddings 
strengths with different compression levels. The first numbers in 
each cell represent the bit errors achieved for low and medium 
frequency and the second those for a high frequency sync pattern. 
At high compression levels the high frequency sync patterns are 
entirely removed thus leading to a higher bit error rate. For an 
embedding strength factor s=10, where the luminance of one 
pixel is changed by ±8% of the maximum luminance, the blocks 
are nearly unaffected. 

Table 4 Bit errors (absolute figures) as function of embedding 
strength during detection. 

 Strength s=1 Strength s=3 Strength s=10 

JPEG 1% 26-27 8 3-4 

JPEG 10% 37-38 10 3-4 

JPEG 50% 172-381 21-26 4-5 

JPEG 75% 483-690 61-270 7-8 

 
Table 5 shows the influence of the sync pattern frequency to 
retrieval success rate in percent against four different JPEG 
compression rates. The retrieval success rates are determined by i) 



finding the sync and ii) retrieving the payload with no 
uncorrectable errors. For an embedding strength factor of s=10, 
we observe retrieval success in all cases and for all compression 
rates, we thus limit the results presented in Table 5 to those cases 
for s=1 and s=3. 
Watermarks with low and medium frequency syncs could not be 
extracted at embedding strength s=1, because of the random like 
distribution of the luminance of the original block. The medium 
frequency pattern with compression level of 10% shows an outlier 
because the 10 bit errors effectively destroyed the metadata, 
whereas at a level of 50% the 21 bit errors had little impact to the 
detection success. 

Table 5 Retrieval success after redundancy decoding in 
percent. 

Strength s=1 Strength s=3  

Low Med High Low Med High 

JPEG 1% 0% 0% 100% 100% 100% 100%

JPEG 10% 0% 0% 83.3
% 

100% 27.7
%

100%

JPEG 50% 0% 0% 0% 94.4
% 

94.4
%

100%

JPEG 75% 0% 0% 0% 77.7
% 

22.2
%

0%

 
The cropping test was performed under the precondition that 
every cropped part includes at least one complete watermark. 
Two strategies were used. The first one addressed cropping of 
single objects and used limited cropping areas such that exactly 
one watermark was included, representing one instance for each 
of the 18 objects. For all objects having children in their 
hierarchical relationship, additional croppings were produced in 
the second strategy. Here larger hierarchical cropping areas were 
chosen, covering the image parts of all child objects along with 
each parent object. This second strategy, denoted as Hierarchy 
cropping, resulted in another 6 images. The detection results are 
presented in Table 6, based on the assumption that only the synch 
pattern showing the highest energy is considered for each 
detection. Thus the detection figures from Table 6 are indicators 
for the probability that all correct synchs result in higher detection 
energy than any other random pattern in the image, i.e. we 
implement a threshold-based exhaustive search strategy. 
Obviously, a non-limited exhaustive search would always yield a 
success rate of 100%, but this way, it may become 
computationally complex to determine the block position shift, 
caused by cropping. 

Table 6 Retrieval success after cropping. 

Cropped area Strength s=1 Strength s=3 Strength s=10 

Single objects 55.5% 83.3% 100%

Hierarchy 77.1% 91.4% 100%

 
Due to the construction of the class codes, missing parent objects 
occurring with the single object method, were detected as such, 
but not the parent’s exact location. 

Table 6 shows that with small cropping areas the detection rate 
suffers. This is caused by random noise mistaken as syncs – false 
positive syncs – locally having a higher power than the included 
true positive sync. We observe that the more true syncs are 
embedded in an image, the lower the probability that the highest 
power of one false positive sync is exceeding the power of the 
highest of the real syncs. 

5. CONCLUSIONS AND FUTURE WORK 
In this paper, we have introduced to a specific domain of 
annotation watermarking for nested hierarchical objects. We have 
motivated two relationship scenarios and suggested a novel 
scheme for synchronization patterns and hierarchical tree coding, 
involving a specific degree of redundancy for one of the 
scenarios. In our first evaluation, we have shown that the concept 
of annotation watermarking can be successfully applied to digital 
images. Regarding robustness we were able to retrieve 100% of 
object annotations in our experiments for strong embedding 
strength in four cases of JPEG compression. For lower embedding 
strength, our method is still capable to restore all of the payload 
after low JPEG compression (1%) and at least 86% of the payload 
information after 10% compression rate. 
Capacity has shown to be the main limiting factor in our scheme. 
To embed the required synchronization patterns and protocol 
metadata alone, a minimum embedding width of 120 pixels is 
required, thus we observe a lower boundary for the annotation 
editing process. This observation may motivate use of less robust 
embedding algorithms with higher embedding capacity in the 
future. 
The transparency of our method could only be evaluated 
subjectively by the editing person during the annotation process. 
Here, the test subject had the option to revise any annotation 
region, if the quality degradation was felt too high. We thus rank 
that our scheme can lead to medium transparency degradations. 
Further, we observe that exhaustive search strategies are 
prerequisite for successful detection, particularly after embedding 
with low energy and after cropping. 
In our future work we will address key dependent watermarking 
synchronization pattern and its impact to the exhaustive search 
and false positive object selections. Further, we will study 
optimized exhaustive search strategies based one energy ranking 
of candidates, as well as high capacity embedding schemes for the 
concept of annotation watermarks. Finally, quantitative quality 
measurement may complement out subjective transparency 
analysis in future. 
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